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DOCUMENTATION TP — Sécurisation, Supervision et
Services Réseau

|. Mise en place du réseau

L'objectif est de créer une architecture réseau sécurisée avec pfSense et plusieurs machines virtuelles

Architecture:

pfSense connecté a 3 interfaces :
WAN - Internet
LAN - Réseau interne (192.168.1.0/24)

DMZ - Serveur web isolé

VMs utilisées :

Windows Client (LAN)
Serveur Web Debian (DMZ)
Serveur Logs Debian (LAN)

VM Admin (VLAN Management)

==
= Datacenter

Eb pve

Leh 102 (Windows11-client)

m 103 (Copy-of-VM-Windows11-client)
e 104 (PfSensed)

Ll 105 (WebDMZ4)

L 106 (Admin)

ll. VLAN Management (VLAN 99 — Management)
Création du VLAN 99
Dans pfSense :

Interfaces - Assignments — VLANs
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VM Admin

C:\Users\Windowsll-client>ping 192.168.99.1

tets de données :
L

Envoi d’une requéte 'Ping' 192.168.
Réponse de 192.168.99.1 : octets=32
Réponse de 192.168.99.1 : octets=32
Réponse de 192.168.99.1 : octets=32
Réponse de 192.168.99.1 : octets=32

Il A

nmununraoa
o O O
= £ £,

Config
C:\Users\Windowsll-client>ipconfig

Configuration IP de Windows

Carte Ethernet Ethernet :

Suffixe DNS propre a la connexion. |

Adresse IPv6 de liaison locale. . . . .: feBB::3a38:a3bc:uub2:585b%18
Adresse IPwU. . . . . . . . . . . . . .:192.168.99.18

Masque de sous-réseau. . . . . . . . . : 255.255.255.8

Passerelle par défaut. . . . . . . . . : 192.168.99.1

Sécurisation de l'accés pfSense

o Activer HTTPS
 Interface d’écoute : Management

e Désactiver HTTP et SSH ailleurs
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:' m™ B pfSensed.proxmoxd.arpa - Syste: X | 4 = I X
<« G @ Nonsécurisé | hitps://192.168.99.1/system_advanced_admin.php =t 7 [Ij o= % @ o o

isense

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager

System/ Advanced / Admin Access (2]

Admin £

sall & NAT Networking Miscellaneous System Tunables Notifications

webConfigurator

Protocol OHTTP @ HTTPS (SSL/TLS)

SSL/TLS Certificate GUI default (690daac45d002) v

wn to be incompatible with use for HTTPS are not included in this list, such as certificates us ncompatible ECDSA curves or weak

TCP port

e webConfigurator above to override the default (80 for HTTR, 443 for HTTPS). Changes will take effect immediately

Max Processes

2

Enter the number of webConfigurator processes to run. This defaults to 2. Inc

is will allow more users/browsers to acce

concurrently.

WebGUI redirect [0) Disable webConfigurater redirect rule
this is unchecked, access to vebConfigurator is always permitted even on port 80, regardless of the listening port configured —
2 . < .
Désactiver la regle anti-lockout
’ ~ ’ 4 PY
Permet d’empécher le LAN d'accéder a pfSense
z. im} B pfSensed.proxmoxd.arpa - 5 X | =+ - [} X
€ G © Nonsérisé | hups//192.168.99.1/system_advanced_admin.php B A M = @ R o O
OCSP Must-Staple [ Force OCSP Stapling in nginx -
When this is checked, OCSP Stapling is forced on in nginx. Remember to upload your certificate as a full cha
will be ignored by nginx
WebGUI Login Enable webConfigurator legin autocomplete
Autocomplete T saved by the browser. While convenient, some security s
ogin form so that browsers will prompt to save credentials (NOTE: Some browsers do
GUI login messages [0 Lower syslog level for successful GUI login events
sful logins to the GUI will be logged as a lower non-emergency level. Note: The console bell behavior can be controlled
ations
Roaming Allow GUI administrator client IP address to change during a login session
When this is checked, the login session to the remains valid if the cli P address changes
Anti-lockout Disable webConfigurator anti-lockout rule
When this is unchecked, act
ox to disable this au
sin place that allow
DNS Rebind Check [[) Disable DNS Rebinding Checks
1 this is unchecked, the sy onfigured DNS servers
Check this box to disable this protec
Alternate Hostnames
the router may be queried, to bypass the
Browser HTTP_REFERER [C) Disable HTTP_REFERER enforcement check
snfarrement . . . [ L - - N , b

. Durcissement LAN / DMZ

Objectif : limiter les communications entre réseaux

Supprimer la régle LAN - any



# DOCUMENTATION TP - Sécurisation.md 2025-12-03

Ajouter les régles nécessaires

« LAN - Internet: ports 80, 443, 53

e LAN - DMZ: port 80

e« DMZ - Internet: ports autorisés seulement
e« DMZ - LAN:tout blogué

Alias WEB_PORTS

o Contient: 80, 443,53

Firewall / Aliases/ Ports . @
1P Ports URLs All
I
Firewall Aliases Ports
Name Type Values Description Actions
WEB_PORTS Port(s) 80, 443, 53 Machines du LAN autorisées SO0
Rules LAN
. .
: m B pfSensed.proxmoxd.arpa - Firew: X | = - a x
« O © Nonsécurisé | hites://192.168.99.1/firewall_rules.g as - f o (i} DT ) o o
Floating WAN LAN DMZ MANAGEMENT -
Rules (Drag to Change Order)
o States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
(]
O & 0/9608B IPva LAN subnets *  This Firewall (self) * " none 1,000
ICMP x
echoreq
0O « 0/0B IPv4 TCP  192.168.1.20 *  This Firewall (self) 22 (SSH) . none Autoriser [accés au Serveur- J2,000
Logs b4
0 & 0/08B IPvATCP  LANsubnets *  DMZ subnets 80 (HTTP) = none Autoriser LAN > DMZ 3,001
x
O « 1/16.06 IPv4UDP LANsubnets * = 53 (DNS) * none LAN > DNS autorisés 32,000
MiB »
ﬁ%”x )/0B IPv4 TCP  LAN subnets * This Firewall (self) 443 E none Bloquer LAN > pfSense LAN &,f @ ﬁ
(HTTPS)
0 x 4 TCF A e ANAGEME 14 e [ er LA ense
e F
O X 0/0B IPvd = LAN subnets * DMZ subnets * = none Bloquer accés LAN = DMZ \i, _@'[1:] ® '|]-]]'
O « 0/0B IPv6 * LAN subnets * o = 2 none Default allow.LAN IPv6 to any LS00m
rule b4
O & 10/1.06GiB IPv4TCP LANsubnets *  * 80-443 * none LAN > Web autorisé 32000 c
Rules DMZ
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:. D ﬂ pf5ensed.proxmoxd.arpa - Firew: X +
<« G © Nonsécurisé | hitpsy//192.168.99.1/firewall_rules.php?if=opt1

isense

COMMUNITY EDITION

WARNING: The 'a

Firewall / Rules/ DMZ

WAN LAN DMZ

Floating MANAGEMENT

[m] L} States Protocol  Source Port Destination  Port Gateway Queue
0O « 0/08B IPv4TCP DMZ subnets * * WEB_PORTS none
O % 0B IPvd * DMZ subnets  * LAN subnets * none
[ ' 0/96KIB IPva* DMZ subnets  * = = * none
0O « 00B IPv4 TCP 80 (HTTF) none
0O « 0/0B IPv4 UDP DMZ subnets * 3 53 (DNS) none
O X 0/0B IPvd * DMZ subnets  * * ® none

IV. DNS local (DNS Resolver)

Objectif : utiliser pfSense comme serveur DNS interne
Activer DNS Resolver

Services — DNS Resolver

o Activer
« Interfaces: LAN + Management + Localhost

e Enregistrer DHCP leases — v/

dmin’ account password is set to the default value. Change the password in the User Manager

Rules (Drag to Change Order)

Schedule Description

Autoriser WEB DMZ > Internet

Bloquer accés DMZ = LAN

Autoriser DNS pour la DMZ

Bloquer tout trafic DMZ non autorisé

EE N (I (O (1 O

2025-12-03
- g X
- @ 8 o O

=)

Actions

L O0mX
&s00m
&/ 00mx
4/ 00mx
&S O0mX
&S 00m
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:: m™ Bl pfSensed.proxmoxdarpa - Servic X | - a X
« O @ Nonsécurisé | bitps://192.168.99.1/services_unbound.php A AN 7 M = @ ] o 5
: a

General DNS Resolver Options

Enable @ Enable DNS resolver
Listen Port
The port used for responding to DNS queries. It should normally be left blank unless ancther service needs to bind to TCP/UDP port 53
Enable SSL/TLS Service Respond to incoming SSL/TLS queries from local clients
fig 3 the act DN r | lients wh ] ipport DR T
opt dis es t i ; K terface bindings

SSL/TLS Certificate GUI default (690daac45d002 v

t rti L rmin stor
SSL/TLS Listen Port

) to SSL/TLS DNS queries. It should normally be left blan less another service needs to bind to TCP/UDP port 853

Network Interfaces All a

WAN

I —

DMZ

MANAGEMENT |

WAN IPv6 Link-Loca

LAN IPv6 Link-Loc

DMZ /6 Link-Loca

MANAGEMENT IPv6 Link-Local

oc —
sterface IP addresses used by the DNS Resolver for res ng to queries from clients. If an interface has hoth 1Fua YHd VG ddresses, both are
t The F -] Pvd

Rechercher

Ajouter des enregistrements internes

« webdmz.local - IP serveur DMZ

» pfsense.local » 192.168.99.1

Host Overrides

Host Parent domain of host IP to return for host Description Actions
|.‘r:TJ>:—I15c' local 192.168.99.1 pfSense Management 4‘@
webdmz local 102.168.2.10 Serveur web DMZ P
wWwWw facebook.com 127.0.0.1 _?‘ ﬁ

Configurer les clients

« VM LAN - DNS:192.168.1.1

¢ VM Admin — DNS:192.168.99.1

Tests

« ping pfsense.local —» OK

C:\Users\Windowsll-client>ping pfsense.local

Envoi d’une requéte 32 octets de donnée
Réponse de 192.168.99.
Réponse
Réponse
Reponse

ping

e nslookup webdmz.local - OK
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C:\Users\Windowsll-client>nslookup webdmz.local
Serveur : UnKnown
Address: 192.168.1.5

Réponse ne faisant pas autorite
Nom : webdmz . Local
Address: 192.168.2.189

« ping webdmz.local - BLOQUE (pare-feu)

C:\Users\Windowsll-client>ping webdmz.local

z.local [192.168.2.18] avec 32 octets de données
Délai d’attente de la demande
Délai d’attente de la demande
Délai d’attente de la demande
Délai d’attente de la demande

mwunuun
M- M- M

h

V. Proxy HTTP + Filtrage (Squid / SquidGuard)

Objectif : filtrer certains sites web

« Installer Squid & SquidGuard

Rlisense

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manage
N
System / Package Manager/ Installed Packages (2}
Installed Packages Available Packages
Installed Packages
Name Category Version Description Actions
' squid 4.46  High performance web proxy cache (3.5 branch). It combines Squid as a proxy server with its capabilities of acting as a HTTP / m3

HTTPS reverse proxy. It includes an Exchange-Web-Access (OWA) Assistant, S5L filtering and antivirus integration via C-ICAP. i

Package Dependencies:

th-1.10 @ squid63 @ cicapmodules0.5.5

/' squidGuard www 1.16.10 High performance web proxy URL filter. mtl

Package Dependencies:

& squidguard-1.4 & piSensepkgsquid-0.4.4

&> = Update % = Current

I = Remove 1 = Information ¥ = Reinstall

Depuis Package Manager

Configurer Squid
o Activer
¢ Transparent Proxy

e Interface: LAN
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Configurer SquidGuard
o Activer

o Télécharger une blacklist

Dans Common ACL :

« Bloquer:social_networks, adult, malware

e Autoriser le reste

Probléme HTTPS

HTTPS ne peut pas étre filtré en proxy transparent — Facebook n'est pas bloqué

Solution simple (DNS)
Ajouter dans DNS Resolver:

¢ Host:www
e Domain : facebook.com
e |[P:127.0.0.1

Désactiver DNS sécurisé dans le navigateur

VI. Serveur de Logs (rsyslog)

But : centraliser les logs de pfSense

VM Logs
« Debian
e |IP:192.168.1.20

Activer rsyslog

Modifier /etc/rsyslog.conf:
module(load="imudp")
input(type="imudp" port="514")

module(load="imtcp")
input(type="imtcp" port="514")

Puis redémarrer:

2025-12-03
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pfSense - envoi des logs
Status — System Logs — Settings:

« Enable Remote Logging

e Serveur:192.168.1.20

2025-12-03

Remote Logging Options

Enable Remote Logging Send log messages to remote syslog server
Source Address Default (any v
This option will allow the logging daemon to bind to a single IP a

must all be of that IP type. To mix IPv4 and IPv6 remote syslog servers, bind to all interfaces

NOTE: If an IP address cannot be located on the chosen interface, the daemon will bind to all addresses

IP Protocol IPva v
This option is only used when a non-default address is chosen as the source above. This option only expresses a preference; If an IP address of t]
selected type is not found on the chosen interface, the other type will be tried
Remote log servers 192.168.1.20 Plport] IP[
Remote Syslog Contents ) Everything

System Events

Firewall Events

[ DNS Events (Resolver/unbound, Forwarder/dnsmasq, filterdns)
[C) DHCP Events (DHCP Daeman, DHCP Relay, DHCP Client)

[ PPP Events (PPPoE WAN Client, L2ZTP WAN Client, PPTP WAN Client)
[J) General Authentication Events

] Captive Portal Events

VPN Events (IPsec, OpenVPN, L2TR, PPPoE Server)

[[] Gateway Monitor Events

[0 Routing Daemon Events (RADVD, UPnP, RIF, OSPF, BGP)

() Network Time Protocol Events (NTP Daesmon, NTP Client)

[ Wireless Events (hostapd)

Vérification

VII. Supervision avec ntopng

Installation sur le serveur logs
wget https://packages.ntop.org/apt/bullseye/all/apt-ntop.deb
apt install ./apt-ntop.deb

apt update
apt install ntopng

Accés depuis le LAN

Naviguer vers :

Vérification

Les machines du LAN doivent apparaitre dans “Hosts”

VIII. Sauvegardes

ather than all IP addresses. If & single IP is picked, remote syslog servers

e
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Sauvegarde automatique pfSense
o Activer SSH sur pfSense

o Surserveur logs:

ssh-keygen
ssh-copy-id admin@192.168.1.1

Cron:

@ 20 * * * scp admin@192.168.1.1:/cf/conf/config.xml /backup/pfsense-$(date
+\%F) . xml

Sauvegarde Proxmox

Créer dossier
Sauvegarder pfSense vers ce dossier
Restauration

o Supprimer la VM pfSense

e Restaurer a partir du backup précédent

o « [} O G o 10.51.4.2:80 2F] 2F: tent S @© connexion’ &) =
X PROXMOX Virtual Environment 903 search & Documentaton a 10
Server View # | Storage 'sauvegarde’ on node ‘pve’
= Datacenter
B e & Summary R on Change Protection Prune group Search: | Name, Format, Notes
3 102 (Windows 1 1-client) et ivs Name Notes © | Date | Format Size
103 (Copy-of-UM-Windows 11-client]
3 . EP:SP’ © ' ndows11-client) | o Permissions vadump-qemu-104-2025_12_02-21_00_06 vma.zst PiSensed 2025120221:0006  vma.zst 578.03 MB
104 ensed)
3 105 (WebDMZa) vzdump-qemu-104-2025_12_01-21_00_00.vma.zst PiSenses 2025-12.0121:0000  vma.zst 581.25 MB
L2} 106 (Admin) vzdump-qemu-104-2025_11_30-21_00_05 vma.zst PiSensed 202511-3021:0005  vmazst 579.62 MB
3 107 (Serveur-Logs) vadump-qemu-104-2025_11_29-21_00_02.vma.zst PiSenses 202511-2921:0002  vmaazst 579.21 MB
2 108 (SRV-AD) vzdump-qemu-104-2025_11_28-21_00_06 yma.zst PiSenses 2025-11-2821:0006  vma.zst 581.60 MB
P
200 (Prade) vzdump-gemu-104-2025_11_27-21_00_01.vma.zst PfSensed 2025-11-27 21:0001 vma.zst 580.88 MB
201 (KaliLinux) vzdump-qemu-104-2025_11_26-21_00_00.vma.zst PiSensed 2025-11-2621:0000  vma.zst 579.54 MB
localnetwork (pve) vadump-qemu-104-2025_11_25-21_00_06.vma zst PiSensed 202511-2521.00:08  vmazst 579.11 MB
Volume_VM (pve)
oeal (pve) g vadump-qemu-104-2025_11_24-21_00_01 vma.zst PiSensed 202511-2421:0001  vmazst 581.33 MB
local (pve)
Dlocabivn (pue) vedump-gemu-104-2025_11_23-21_00_05 vma.zst PiSensed 2025-11-2321:0005  vmauzst 579.35 MB
;D cawvogard (re) vadump-qemu-104-2025_11_22-21_00_01 vma.zst PiSensed 2025-11-2221:0001  vmauzst 580.66 MB
S
vzdump-qemu-104-2025_11_21-21_00_06 vma.zst PiSenses 2025-11-2121:0008  vma.zst 577.37 MB
vzdump-qemu-104-2025_11_20-21_00_01 vma.zst PiSensed 202511-2021:0001  vmazst 579.40 MB
vadump-qemu-104-2025_11_19-21_00_05.vma.zst PiSenses 2025-11-1921:0005  vmaazst 578.57 MB
vzdump-emu-104-2025_11_19-11_40_43 yma.zst PiSenses 20251119 11:40:43  vma.zst 581.29 MB

« Vérifier que la configuration réseau est identique
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FreeBSD/amdbd (pfSensed.proxmoxd.arpa) (ttyv@)

QEMU Guest - Netgate Device ID: abb5fda7e8976652c9f4b

xx% Welcome to pfSense 2.7.2-RELERSE (amdBd4d) on pfSensedqd xxx

WAN (wan) -> vtnetd -> v4/DHCP4: 18.568.8.27/8
LAN (lan) -> vtnetl -> vd4: 192.168.1.1/24

DMZ (optl) -> vtnet?2 -> vd4: 192.168.2.1/24
MANAGEMENT (opt2) -> vtnetl1.99 -> v4: 192.168.99.1/24




